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Overview

Federal agencies must continually modernize their IT and cybersecurity environments. Doing so helps them better align
with U.S. government directives and provide reliable, secure digital experiences. It's a significant task given labor
shortages, ever-evolving cyber threats, and the demanding nature of maintaining legacy or homegrown applications.

HCLSoftware is in a unique position to address these concerns. We have a rich history of providing support and services
to federal agencies and a robust product pipeline that aligns with governmental directives and requlations. For decades,
we have provided security and digital experience support to government organizations. Our technology has played
substantial roles in supporting agencies as they address massive initiatives, such as the Continuing Diagnostics and
Mitigation (CDM) program and the Cybersecurity and Infrastructure Security Agency (CISA) to catalog known exploitable
vulnerabilities (KEV). In fact, some of our products have been built specifically to comply with federal requirements.

Today, HCLSoftware helps federal agencies modernize their IT environments to respond to an ever-growing list of
cybersecurity federal requirements, as well as the demand for superior customer, constituent, and employee experiences.

Cybersecurity: From Application to Endpoint

The cyber-threat landscape is constantly changing, making it difficult for organizations to keep pace and maintain a
secure posture. The challenge is compounded when federal agencies struggle to attract and retain security skillsets.

HCLSoftware provides solutions that help government institutions overcome these issues while also meeting strict
federal requirements for cybersecurity such as Executive Order 14028 and CISA’s Binding Operational Directives 23-01
and 23-02.

On a broader scale, our solutions help federal agencies embed security from application to endpoint:

- Empower IT security and DevOps teams to rapidly pinpoint
application vulnerabilities at every stage of the software development
lifecycle. Our HCL AppScan solution is a "hacker in a box" toolkit,
which provides automated security testing and monitoring tools that
scan for vulnerabilities from the first line of code.

- Accelerate the Zero Trust journey by unifying and managing
endpoints across on-premises and clouds environments.
HCLSoftware solutions also help to ensure continuous compliance
with intelligent automation that secures all servers, desktops, and
mobile laptops.

- Rapidly identify and remediate threats. Our HCL BigFix solution has
enabled federal agencies to effectively and efficiently mitigate
vulnerabilities such as Log4j and MOVEit.




Holistic Digital Experiences for Citizens and Employees

Government agencies must provide modern experiences that enhance digital interactions. That requires constant
innovation to keep up with mandates such as EO 14058 to provide direct lines of constituent engagement and
feedback. Beyond requirements, customers and employees now expect seamless and secure experiences that rapidly
give them access to the data and apps they need.

Empowering transformation is at the heart of everything HCLSoftware does, enabling federal agencies to provide
holistic employee, customer, and constituent experiences. Our solutions allow organizations to modernize without
overburdening existing IT teams:

- Effectively build highly engaging, retentive interactions for improved collaboration, data security, and ease of
IT management. HCLSoftware's offerings include low-code/no-code solutions that streamline the
development process and allow for the creation of highly personalized experiences.

Easily scale to address evolving federal mandates, as well as customer, constituent, and employee expectations. Our
technologies enable agencies to add capabilities for innovation on the fly, while providing integrated digital experiences:

- Digitally transform and innovate by leaning into our rich history and deep expertise, which includes the
well-established HCL Domino app development offering and our highly recognized HCL Digital Experience
platform. Our digital transformation solutions create experiences that not only meet but also exceed
agencies’ objectives.

Accelerate the Transformation
lourney HCLSoftware By the Numbers

HCLSoftware solutions have transformed and modernized
the IT environments of numerous federal agencies. Our
products and services have been in use for decades, and

- A S14 billion enterprise software business

we constantly innovate and incorporate customer 19 innovation centers

feedback to remain at the forefront of cybersecurity and

digital experience requirements. 20,000 clients globally

No matter the challenges your organization is facing, or 25+ years of experience working with

where it exists on its modernization journey, HCLSoftware
solutions can help. Our products and services have been
formally recognized for their reliability and security in
meeting the most stringent demands.

federal agencies

Solutions support 100+ operating systems
and applications

Discover how HCLSoftware can help your agency achieve
its modernization objectives.

Visit hclfederal.com or contact us at info@hclfederal.com for more information.

About HCLSoftware

HCLSoftware is a division of HCLTech (HCL) that operates its primary software business. It develops, markets, sells, and
supports over 30 product families in the areas of Digital Transformation, Data Analytics & Insights, Al and Automation,
and Enterprise Security. HCLSoftware has offices and labs around the world to serve thousands of customers. Its
mission is to drive ultimate customer success with their IT investments through relentless innovation of its products.
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